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Abstract:

These days, the use of networks and the transfer of data is
increasing, many threats of security and safety for these
transmissions have appeared. On the other side, old encryption
methods have become weaker for hackers. PKI (public key
Infrastructure) is a technology used in web applications to make
trust between parties. But there are some problems in the PKI like
the central and the complex structure in the distributed certificates.
Therefore, it became necessary searching for alternatives and new
mechanisms ensure the users’ security and privacy. Blockchain
technology is one of the most promising technologies; it has terrific
security advantages and decentralization network structure.
Therefore, we created an alternative model for PKI based on
blockchain technology, then employed it in an application for
sending encrypted messages, which use asymmetric cryptography
algorithms. The application registers new users and generates a
public and private key for them, then before sending any message it
verifies the owner of the receiver’s public key from the Ethereum
blockchain. We also worked on solving the problem of revoked
certificates. For example, on Hittps, it takes a long time for
publishing the revoked certificate to all users and browsers, we
solved this issue by using the deletion methods in the smart contract
which uploaded to the Ethereum blockchain. Then, we evaluated
the security, functionality, and performance of our model, and
compared the time between getting and revoking certificates in
Https. The results showed a simple way of registering users,
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ensuring that the public key is not either changed or stolen and
canceled the central structure in PKI. We also got a speed in
performance and solved the revoked certificates problems fast and
efficiently during about 1 min.

Keywords: Public key infrastructure, certification authority,
blockchain, asymmetric cryptography algorithm
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