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Design of a Network Intrusion Detection System
‘Using Complex Deep Neuronal Networks

D. Basim Oumran Malak Fetaroni

Abstract:

With the tremendous scientific development in various scientific
and industrial fields, and as a result of the use of networks of
various kinds (computer — communications and information), and
in order to protect these networks from penetrations, scientific
studies began to detect intrusion of all types. In this research: 1-
a new network intrusion detection system has been designed
using complex deep neuronal networks capable of detecting
cyber—attacks, 2— and it is also trained and tested on the standard
dataset KDDCUP99 on pycharm program, 3—- good results were
obtained, 4- as it was compared with intrusion detection methods
using similar deep neuronal networks and traditional machine

learning algorithms.

Keywords: Cyber Security, Intrusion Detection System, complex
Deep Neural Networks, Deep Learning, KDDCUP99 dataset,

Computer Network.
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oufput: | [(?, 13)]

concatenate: Concatenate

dense 2: Dense

dense 3: Dense

mput: | [(2,64), (2,9), (%, 13)] $553 (3,4,5) ddaall i)
ouput 08 |« s e oseae (86,128,128)
mput: | (7, 86)
output: | (2, 128) 19 (s o3 AN Jaa) dada
mput: | (2, 128 - wmput: | [(7,19
1 ( ) Time based fraffic_features: InpufLayer 1 [ 1901
output: | (?,128) output: | [(?, 19)]
mput: | [(?,128), (2, 13), (2, 19
concatenate 1: Concatenate ! d h( - ), ()
output: (7, 160}
/
mput: | (2, 160)
dense_4: Dense
- output: | (2, 256) Aaadal) calashal)
¢53(6,7,8)
(160,256,128)
mpuk: | (7,256 .
dense_5: Dense 1 ¢ 25 g\\}d\ e
oufput: | (?, 128)
nput: | (7, 128) s g oAl dsh
outputs: Dense ) gtac
o output: | (2, 1) 4/ o5

Asenll A grmnl) 402l 4y 16 SN
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ARl yus LSS lbwylall Gals sale] & ikl Zasaill il
o danad) dadl Al Ligasll AKuAN GG (dalal) diseall dyigrasl)
) paes £)lae sale) &3 cayail) JLaS) sy (KDDCUP-99 il de sans
O ae 4ihlaay Nl aay = Rel) aall #dgaill Hlad) 250 (4) Jsaall meas
Mgl ale] 5 ) (9AY) Sl )il

LAY eyl ae 4liay waall gl HLasl il 1(4) Jeaal)

Algorithm Accuracy | Precision | Recall flscore FPR
DNN-New 0.949 0.999 0.915 0.955 0.001
DNN-3 0.928 0.999 0.915 0.956 0.001
Ada Boost 0.925 0.995 0.911 0.951 0.005
Decision Tree 0.931 0.999 0.915 0.955 0.001
K-Nearest 0.929 0.998 0.913 0.954 0.002
Neighbour

Linear Regression 0.846 0.988 0.819 0.896 0.012

Navie Bayes 0.929 0.988 0.923 0.955 0.012
Random Forest 0.927 0.999 0.910 0.953 0.001
SVM-Linear 0.811 0.994 0.770 0.868 0.006
SVM-rbf 0.811 0.992 0.772 0.868 0.008

IS e @) Cun e Jemdl LA el daapsla o a3 o(4) Jeaad) e
bl 8 Aeasioedl Wld apall e e of ai )il Laalell disanll 4 saanl)
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o DNNs 538 iy 138 .93 A W) aladll Sl s anens
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Caidy (53 i) asis ) ALyl o el anaill @y cjualy libal) 2]l
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i) gl ((10) A Cuyall Cilye dae e at)l) e 38y Juadl calael L 58Y)
o Jyanll 1000 Lolall disanll Ligacand) A Cas o5 cpm & oJi Lo
i Waslgil Al daceaal) 3K of aled) as 2 5a€ ) () e 0.93 38
OS Al 281 cllabiall maag cJaall s case cupail) Gilye e 3l Laga

A7) JKE el e jasta

Accuracy

0.949 | 0.928 § 0.93 § 0.925 | 0.931 ] 0.929 0.929 | 0.927

.8111 0.811
0.8 J_()8

Accuracy sl &)laa :(7) J<a)

Ljlae 0.949 a8y Juail o deas el ziasall of ¢(7) JSaU e s

LAY Sl lsall

FPR

0.001 | 0.001 | - I 0.005 | 0.001 o.oon_o.o1zJ_o.o1zo.oo1o.oosJ_o.oos

SN clalady) Jaxe djlie £(8) JSal
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0.001 &3S Glulay Joee o Joms ikl z3gaill ((8) JSA gy dadls

ghdiady Cuali Sl s lia (K15 Dan Aidi dad s

Recall

0.915 1 0.915 1 0.915 § 0.911 } 0.915 § 0.913

sl clulady) Jaee djlie £(9) IS

Ry cdida Olulag) Jass Sl e Joanl) & Navie Bayes 1) )lsa s
-0.915 dad @ skl zisall (£150.923

scula jidally 4l .13
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