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Abstract

Security represents a critical challenge for 10T components, as they are
highly vulnerable to attacks due to their limited nature. Therefore, it is
necessary to detect attacks and raise an alarm if any threat or attempted
exploitation is noticed. This work delves into the study and review of
recent developments in Internet of Things attack detection systems where
This study presented a survey of many detection systems based on
machine, deep, and ensemble learning techniques, Highlighting the data
used and attack types and providing an extensive study of the most
dangerous attacks in 10T networks to identify and explain features that
improve security systems in order to finally evaluate these systems at the
network flow level and at the packet level . the detection models based
on the specific features, which numbered 12 features at the flow level and
14 features at the packet level, achieved results as follows: Models based
on group learning reached the best accuracy. It reached 99.97% and a
low FP ratio of 0.00018 at the flow level, while at the packet level it
achieved an accuracy of 100% and a FP ratio of zero. The selected
features achieved high speed, accuracy, and low FP ratio within a small
training time . The challenges faced by the Internet of Things in
deploying detection systems based on learning techniques are also
pointed out and potential areas for future research are suggested. This
survey will guide researchers and those interested in the security field
with information that enables them to build lightweight detection models
suitable for deployment in 10T devices.

Keywords: 10T , Attacks Detection, Learning Techniques , Netflow-
Level , Packet-Level
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