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Study of the blockchain and its potential
use in verifying ownership of the public
key in sending encrypted messages

Paper Research of Master Thesis
Eng. Mohammad khalil
Dr. Mohammed Alchaita
Dr. Mohammad Assoura

Abstract:

These days, the use of networks and the transfer of data is
increasing, many threats of security and safety for these
transmissions have appeared. On the other side, old encryption
methods have become weaker for hackers. PKI (public key
Infrastructure) is a technology used in web applications to make
trust between parties. But there are some problems in the PKI like
the central and the complex structure in the distributed certificates.
Therefore, it became necessary searching for alternatives and new
mechanisms ensure the users’ security and privacy. Blockchain
technology is one of the most promising technologies; it has terrific
security advantages and decentralization network structure.
Therefore, we created an alternative model for PKI based on
blockchain technology, then employed it in an application for
sending encrypted messages, which use asymmetric cryptography
algorithms. The application registers new users and generates a
public and private key for them, then before sending any message it
verifies the owner of the receiver’s public key from the Ethereum
blockchain. We also worked on solving the problem of revoked
certificates. For example, on Hittps, it takes a long time for
publishing the revoked certificate to all users and browsers, we
solved this issue by using the deletion methods in the smart contract
which uploaded to the Ethereum blockchain. Then, we evaluated
the security, functionality, and performance of our model, and
compared the time between getting and revoking certificates in
Https. The results showed a simple way of registering users,
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ensuring that the public key is not either changed or stolen and
canceled the central structure in PKI. We also got a speed in
performance and solved the revoked certificates problems fast and
efficiently during about 1 min.

Keywords: Public key infrastructure, certification authority,
blockchain, asymmetric cryptography algorithm
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Abstract

The research aims to design a practical wideband RF power
Amplifier working at (100MHz-1800MHz), it used as a primary
amplifier to drive a high power amplifier or to amplify radio signals
within the (VHF / UHF / L) frequency bands in which wireless
communication systems operate, and the amplifier can also be used
in systems Jamming and blindness to amplify the radio jamming
signals, in addition to its ability to amplify several frequency signals
that combined within its frequency band, the amplifier was designed
and manufactured practically based on (InGaP / GaAs HBT MMIC)
transistors, the amplifier depends on two amplification stages,
where the (ERA5+) power transistor was used, It was manufactured
and specified by Mini-Circuit based on (InGaP HBT) technology as
primary amplifier and it is stable unconditionally, operating at (DC-
4GHz), Sirenza Microdevices (SXA-289) transistor based on (GaAs
HBT MMICs) technology as secondary amplifier, that operating at
(5-2000MHz). The amplifier has a gain about 39dB to 20dB at the
frequency band (100MHz-1900MHz), in case of using Continues
Wave (CW) with power of (0.03mW) as the input signal of the
amplifier.

Keywords: InGaP/GaAs HBT - Wideband Amplifier - Broadband
Amplifier - RF Power Amplifier
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Ll Al e gaa o adiae S olaf Adjlia 1-4
DC- (5233l Jlaall (pania Jony dellaiind 5is)lis 58 :(ERA-G+)pdadll
- ) -50dBM 2 saa Al CHLEU Gesy 23 ae 55 AGHZ
b (1) saal) (14-20dB) de il oy Laps e Jenys10dBm
Axiiadll 28,50 1y adimall 138 Cilialge

[20] ERA-5+ aduaal) ciliualga :(1) Jgoal

Parameter Min. Typ. Max. Units Cpk
Frequency Range* DC 4 GHz
Gain f=0.1GHz 19 202 22 dB >1.k
f=1 GHz — 19.5
f=2 GHz 16 18.5 19
f=3 GHz 16.7 16
f=4 GHz 12 14.3
Magnitude of Gain Variation versus Temperature f=0.1GHz .0025 005 dB/°C
(values are negative) f=1 GHz .0034 007
f=2 GHz 0043 .0085
f=3 GHz 0052 0105
f=4 GHz 0065 013
Input Return Loss f=0.1 GHz 21 dB
f=2 GHz 23
f=4 GHz 21
QOutput Return Loss f=0.1 GHz 30 dB
f=2 GHz 26
f=4 GHz 17
Reverse Isolation f=2 GHz 19 22 dB

iy adiadl oy abie] o Jaadl oo pll LS adiadll ) (17) JSE) jeday LS
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A new method for remote control of
wind farms using the SCADA-OPC and

fuzzy Petri networks

Dr. Massoud ATASSI. Associate Professor at Mecatronics Engineering Department — Al
Baath University

Abstract

Controlling distributed power generation systems constitutes a major
challenge due to its complex nature. Petri Nets are used as a graphical tool
for modeling and analyzing complex systems. Petri Nets are effective in
sequential systems with discontinuous events since the transmission
conditions between different states are limited. There are number of complex
industrial systems of a continuous nature as well as conditions of transition
between the different states of the system that must be fuzzy. Generating
systems can be considered as an example of complex systems of a
continuous nature, some components of which are non-linear systems, for
example wind turbines whose work is strongly affected by the surrounding

climatic conditions, in particular, when we have multiple wind turbines, we
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need a supervisory controller that regulates the performance of the Sub-
RTUs (Remote Telemetry Units) to achieve optimal overall system
performance. Our research constitutes a contribution to the design of a
surveillance control system using fuzzy control techniques to manage a
distributed wind farm system. We have successfully integrated the SCADA
(supervisory control and data acquisition system) with the OPC (Open
Platform Communication) protocol to ensure optimal management of the
energy production system through the use of microcontrollers and
programmable logic controllers (PLC).

The designed system operates these controllers through monitoring every
wind turbine, the surrounding environment and the electrical load, by taking
samples of the main operating data provided by the generators to the
different stations. These sub-controllers which are connected via Distributed
Network Protocol (DNP) employ data to identify and diagnose potential
problems and provide a solution through monitoring the ability of a wind
turbine to maintain the maximum operating point of the turbine at fixed
blades by controlling the speed of the turbine or the moving blades by means
of controlling the angle of inclination of the feathers. The OPC protocol has
given the SCADA software the ability to act as an industrial network
manager, allowing them to manage all the equipments connected to the
network of different types and manufacturers.

Keywords: Fuzzy Logic (FL), (CFPN) Colored Fuzzy Petri Net,
Aeolian,

Wind Farm, SCADA, OPC, DNP.
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Al (PlA

RWy
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Cp(A
CTOQ = %

(4.3.3.3)
8l DC/DC Juall ga (e dag)ll ddial) o il L) 2ad St

__T 2 2

(5.3.3.3)
Olangs ¢ el Hlall dady Csliiall LN Aad I 5 I (e S Jiny G
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P 3P
W = Z—](TT -2 @MIQ) (8.3.3.3)
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i T dP/dQi<0
dF"IdD-::u/y dP/dD=>0
Ap gl g Ag pead) g
Z.sgss y / . AT
Start OR Start
»
wicig .y Q=Wu
2 g1 50

(aind) A Unia) ciiad 4401 ridagy (iada 1(5) JSdl)
Jla b adl dom . calaal) Qo) Ao i Gylead Tapungs (5) JSA o
&h «Low Speed Side diadiiall dcjudl o5 culadl 4 ohsall deju dad culS
oS 13 Ll cohsall depus e 5ol i Cumy cJasall Jdil) 50 Aed (s

87



Lbuall o b iy SCADA-OPC a5l gLl £ 1 e 3 (8 aSaill fapaa 48y 3k
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E=Iper— Ig (11.5.3.3)

283 A LY o Juand pasiuall oSaiall el Wasll sl e Sl
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{R16,R17,...,R30} hsic 15 Waaae alllls clygll 5V dgandl Jiay Cua G3IG

Adbiaall Jag pall Gl o gand) Jiagy ccilaad) Jpean SE 2sanll Jiags

ol Agall Lailal) (g Au A5 Aial) (et pupags 1(1) Jgaad)

. State

Rule Events Condition P Ref
R16 Pw is Low AP is NB C6 &C1 High
R17 Pw is Low AP is NM C6 & C2 High
R18 Pw is Low APisZ C6 &C3 Low
R19 Pw is Low 4P is PM C6 & C4 Low
R20 Pw is Low APis PB C6 & C5 Low
R21 Pwis Med APis NB C7&C1 High
R22 Pwis Med APis NM C7 & C2 High
R23 Pwis Med APis Z C7&C3 Med
R24 Pwis Med APis PM C7&cC4 Low
R25 Pwis Med APis PB C7 &C5 Low
R26 Pw is High APis NB C8 & C1 High
R27 Pw is High APis NM | C8 & C2 High
R28 Pw is High APis Z C8 & C3 High
R29 Pw is High APis PM C8 & C4 Med
R30 Pw is High APis PB C8 & C5 Low

101




Lbuall o b iy SCADA-OPC a5l gLl £ 1 e 3 (8 aSaill fapaa 48y 3k

d,\l.\.d\ Jgaal) gﬁ 5316l PR Jag ) (2) Jead)

Cl: IF AP IS NB THEN ......
C2: IF AP IS NM THEN ......
C3: IF AP IS z THEN ......
C4: IF AP IS PM THEN ......
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C7: IF Pw IS Med THEN ......
C8: IF Pw IS High THEN ......
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Using Artificial Neural Networks to
Detect Malicious Applications in
Android System

Eng. Rawaa Taweela Dr. Rania Lutfi

Abstract

Android OS is one of the widely used mobile Operating
Systems. The number of malicious applications and adwares are
increasing constantly on par with the number of mobile devices.
A great number of commercial signature based tools are
available on the market which

prevent to an extent the penetration and distribution of
malicious applications. Numerous researches have been
conducted which claims that traditional signature based
detection system work well up to certain level and malware
authors use numerous techniques to evade these tools. So given
this state of affairs, there is an increasing need for an alternative,
really tough malware detection system to complement and
rectify the signature based system. Recent substantial research
focused on machine learning algorithms that analyze features
from malicious application and use those features to classify and
detect unknown malicious applications. This study summarizes
the evolution of malware detection techniques based on
machine learning algorithms focused on the Android OS.

Keywords: malware analysis, android, Smartphone security ,
Neural Networks.
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